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#nu (Authentication) m3untlaaiaietieiiledliinfeninensviedmingnslulilae
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oy 9 (Confidentiality) wardnuazvesdoyailiamnsaasunvaslilaedldiueyain
(Data Integrity)
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ITU-T X. 805 T fawanslusudl o lngldvensveuimassazdonatransaunissniuy
fifldauuszneundn Ao 9u (Layer) @2u (Plane) wazdd (Dimension) vilwanunsatiily
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mufeanauusasyinlaog1aiusz@nsnm
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Fudymduanusiunsasndouiasssinndesenainuinissiuauduasaonde
fuilugruvesnasgiu IMU-T X. 800 Tnednsifiudfsuanuiuasasadednaiudu fe
ausiunsUaenfediun1sdadais (Communication Security) Arrun¥eulunislidau
(Availability) wazaanududiuda (Privacy) sielwausatrluusuldlevdulaseie
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anrinenssusnuauiunsasadodgnuiadudiu (Plane) MiAstesiy
N13UIM15IANI9LAT0Y18 (Management Plane) N13AIUANLATOUNE NI DAY 1MATUAY
(Control Plane) uaggl¥uin1suatenia (End-user Plane) Lenfanssunsagzdiuaanainiiu
ISR

andnenssumuunnsgau ITU-T X.805 anunsaldiduwuimislunisiivue
ulsvefumasiuasasadsveanions sudaduwwmisunisiuiefumadognay
wazunuNTHLALgan1zUnAld uasdsanunsoinluusuldifevssfiuseduaanutuns
Uaoadsvenniedianisluesdng Wulassadisiugiulunisufuuss uasidsunias
inFetnglinganivanyduanauiivasuluuuuwadald

..o NIST Cybersecurity Framework

nsounsAniunuiuauiunslasadsluues Ussnaudelaseaing
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o. 1598519180 (Core) 1HuRaNTIN waznadnsme 4 meauiuatasnse

' 1
% =

lowwasiidens wWeliesdnsauisauinmsinnsuazanadudssniuainuiunslasnde
lowwes saufunssuiunisdanisanuideddudiuduniegnnelussdnsegraiusedninm
lasaframdnusenaulusie ¢ asdusenaufie Wandu (Functions) nuiavy (Categories)

mnAnygey (Subcategories) Uaylayas1984 (Informative References) fauanslugui e

Category 1D - I Subcategory Informative References
Asset Management 1D.AM 1D.BE-1: The organization’s role in the |COBIT 5 APO08.01, APO08.04,
Business Environment 1D.BE supply chain is identified and IAPO08.05, AP010.03, AP010.04,
Governance 1D.GV communicated IAPO10.05
Risk Assessment 1D.RA ISO/IEC 27001:2013A.15.1.1, A.15.1.2,
Risk M. Strategy |ID.RM |A15‘1.3, A15.2.1,A15.2.2
1D.SC INIST SP 800-53 Rev. 4 CP-2, SA-12
= 1D.BE-2: The organization’s place in ICOBIT 5 AP002.06, AP003.01
Identity Management and | o0 critical infrastructure and its industry  ISO/IEC 27001:2013 Clause 4.1
Access Control sector is identified and communicated
Awareness and Training PR.AT et e T Mo
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures =
Maintenance PR.MA 1D.BE-3: Priorities for organizational  |COBIT 5 AP002.01, AP002.06,
Protective Technology PR.PT mission, objectives, and activities are |AP003.01
As;oma"is and Events DE.AE established and communicated ISA 62443-2-1:20094.2.2.1,4.2.3.6
urity Continuous
Detect Monitoring DE.CM INIST SP 800-53 Rev.4 PM-11, SA-14
Detection Processes DE.DP
Response Planning RS.RP 1D.BE-4: Dependencies and critical ICOBIT 5 AP0O10.01, BAI04.02, BAI09.02
Ci ications RS.CO functions for delivery of critical ISO/IEC 27001:2013A.11.2.2, A11.23,
RS.AN services are established A.12.1.3
RS.MI INIST SP 800-53 Rev. 4 CP-8, PE-9, PE-
RS.IM 11, PM-8, SA-14
Recovery Planning RC.RP 1D.BE-5: Resilience requirementsto  |COBIT 5 DSS04.02
Improvements RC.IM support delivery of critical services are ISO/IEC 27001:2013A.11.1.4, A.17.1.1,
Communications RC.CO blished for all operating states 17.1.2,A17.21
(e.g. under duress/attack, during INIST SP 800-53 Rev. 4 CP-2, CP-11, SA-
K recovery, normal operations) 14
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